Specification of the Exim Maill
Transfer Agent

Exim Maintainers



Specification of the Exim Mail Transfer Agent

Author: Exim Maintainers

Copyright © 2015 University of Cambridge
Revision 4.86.2 02 Mar 2016



Contents

I [ To 18 ox 1 o] o PP P PP 1.
1.1 EXIiM dOCUMENTALION .....eiiiiiiiiiee ittt e ettt e e e e e et e e e e e e s s b e e e aaeeas 1.
1.2 FTP @nd WED SITES ...ttt e e e e e s s eeaaeeeas 2.
1.3 MalING TISES .eeeeeeiiieeeeeeeeeeeeee e 2.,
T T (= 1T T PRSPPI 3
I =1 T I =T 0T o S 3
1.6 Where to find the EXim diStriDULION ...........oouiiiiiiiiii e 3.
O A 011 = U1 0 £ PO PPPPPPR PRI 7/
1.8 RUN tiME CONFIQUIALION ... .uuuiiiiiiiiiiiiiiiiiiiieiiieeieseees e sees e e e e e e e eeeeeeeeeeeeeeeeeeeereeeeereeeeeaaeesd 4......
1.9 Calling iNtEIfaCE ......ccooeei i e
O =T 0911 o] 0T | PP 4.

2. Incorporated COUE  ...ooviiiiiiiiiic e B.........

3. How Exim receives and delivers mail  ......ooooiiiiiiiiii e 8.....
3.1 Overall philoSOPNY ..o 8........
G2 o] [Ty Vo] 11 o ) PP 8.
R B U = o (11 (= £ RO PPPPPPRPPPI 8.
3.4 Message identifiCation ............coooiiiiiiiiiei e 9......
3.5 RECEIVING MAII ....uiiiiiii e e e s s e e s sessaeeseeeeeeeeeeseeeeeeeeeeeeeeees (o N
3.6 Handling an inComing MESSAQE .....ccooeeeiieei e 10....
3.7 Life Of @ MESSAQE ....uuuviuuiiiiiiiiiiiiiiiiiii ittt eesbesssesssesssasssessssssessseeseessseeeeeeeeees 10......
3.8 Processing an address fOr delIVEIY .........uuiiiiiiiiiiiiiiiiiiiieiieeeeeeeeeeeeeeeeeeeer e eeeeeeeeeeeeeeees 11..

3.9 Processing an address for verification ..............c.coo oo 12..
3.10 Running an individual rOULET ...........cooviiiiiiiiii e, 12....
3.11 DUPICALE AUUIESSES ...uvvvviiiiriiiiiiiiiriierirrrrreeresrrreseesreerrereeeeeeee————————rrrrrrererrrrrrrrrrerren 13.....
3.12 RoUter PreCconditioNS ........cooviiiiiiiiiie e, 13.....
TN G I I Lo 11T oV T o (= = U P 14......
3.14 Retry MeChaniSM ... 15......
3.15 Temporary deliVery failUre .............uuuuuieiiiiiiiiiiieiiieiieeseeeeee e e e e e e e e e e eer e e e reerereeeeess 15....
3.16 Permanent delivery failure ..............uuuuieiiieiiiiiiiieieeiieeieeeeeeeeeee e ee e e e e e ee e e e e e eeeeeeeeeees 15....
3.17 Failures to deliver DOUNCE MESSAQES .......uurrrrrrriiiriiiiiiiiierriesireererrrrerrerrrreeee—. 16...

4. Building and installing EXIM ... ————— 17....
o R U g o = o3 (1 o PP 17.......
4.2 Multiple machine architectures and operating SYStEMS ..........cevvevvveeveereeirieereeeeeeeeees, 17
4.3 PCRE TIDIAIY coooeveeeeeeeieeee e, 17.......
4.4 DBM lIBIAriES ...cooiiiiieiiiee ettt e e e e e e e e e e 17.......
4.5 Pre-building CONfIQUIAtION ............uuuiiiiiiiiiiiiiiiiiiiiieiiieererereeseesreeeseeeeeeeeererrreeerreeerreeeeees 18.....
4.6 SUPPOITFOr ICONV() wevrieeiiiiiiiiiieie ettt 19......
4.7 Including TLS/SSL encryption SUPPOIt .....ccoooiiiii i 19..

4.8 USE Of tCPWIAPPELS ... ——— 20......
Ve I Tod (W T T o TSI UT o] o Lo] o A {0 ] g 1 =4V TP 20.....
4.10 Dynamically loaded [00kup MOdule SUPPOIt ........uvveviiiiiiiiieiiieieieeeeeeeeeeeeeee e e eeeeeeeeees 21.
g I R I U= o1 1o [T T [ o] o T =13 PP 21.....
4.12 OUtput from “MaKe” ..o —————————— 21.....
4.13 Overriding build-time optioNs fOr EXIM ...........uuiiiiiiiiiiiiiiiiiiieieeeeeeeeeeeeeee e eeeeeee e 22..
4.14 OS-specific header files ... ——— 23.....
4.15 Overriding build-time options for the monitor .............c..oooo oo, 24.
4.16 Installing Exim binaries and SCIPLS .........coovvvviiiiiiiii 24...
4.17 Installing info documentation ..........ccccccvvviiiiii 25....
4.18 Setting up the Spool dIr€CLONY ......ccooiiiiii s 25....



RS I [T o o [P PPPPPPPPPPPP PP 25........

4.20 Replacing another MTA With EXIM ......coiiiiiiiiiiie e 26...
4.21 UPGrading EXIM ...ttt e e e e e e 27......
4.22 Stopping the EXim daemon 0N SOIAIS .......cccuvviiiiieeiiiiiiiiiie e 27..

. The EXim command liN@  ......eiiiiiiiie e 28.....
5.1 Setting options DY Program NAIME ..........coiiiiiiiiiiiiiiiie e e 28...
5.2 Trusted and admMin USEIS ........cooiiiiiiiiiiiiiiiiee et e e e e e s s r e e e e e e nneees 28.....
5.3 Command liNE OPLIONS ....coeiiiiiiiiiiiiee ettt e e e e e e e et r e e e e e e e aans 29.....

. The Exim run time configuration file . ... hl...
6.1 Using a different configuration file .............cccuiiiiiiiiiiii e h1...
6.2 Configuration file FOrMAL ...........ooiiiiiiiii e h2.....
6.3 File inclusions in the configuration file ..o 53..
6.4 Macros in the configuration file ..............eeeiiiiiiiiii e 53....
6.5 MaACIO SUDSHTULION ... e e e 53......
6.6 REEfINING MACTOS .....viiiiiiiiiiiiiei et e et e e e e e e r e e e e e e e an 54......
6.7 OVErriding MACIO VAIUES .......ccuuuiiiiiiieeeieiiiie ittt e e e e e e e e st ne e e e e e e e e an 54.....
6.8 EXample Of MACIO USAGE .......cuviiiiiiiiiiiiiiii et 54.....
6.9 Conditional skips in the configuration file ............cceeveiiiiiii e 54..
6.10 COMMON OPLION SYNTAX oeieiiiiiiriiiiiee e e e ettt et e e e e e st e e e e e e s s e e e e e e e e s snbbneeeeeeeeean 55.....
L B =ToTo] (7= T o] o1 o] 0 K-S PP PPPRPP PP bh.....
6.12 INTEYET VAIUES .....eeiiiiiieeiiiiiie ettt e e e e s e et e e e e e et e e e e e e s aanneees 55.......
6.13 OCtal INTEYEN VAIUES ...t e e e e e 55......
6.14 Fixed POINt NUMDEIS ......uiiiiiiiiieee ittt e e e e e e r e e e e e s e naneneees 56.....
6.15 TIME INTEIVAIS ....eeiieiiiiei ittt e e e e s e e e e e e anneees 56......
6.16 SIHNQG VAIUES ...ooiiiieiiiiee ettt e e e e s s e e e e e e e e reeaae s 56.......
6.17 EXPANUEA SIINGS ...vviiiiiiiieiiiiiieii e e et e et e e e e e e s e e e e e e e e st nnreeeeeeeans 56......
6.18 USEr and groUP NAIMES ......ciouuiiiiiiieeeee ittt e ee e e e s s st e e e e e s s s sbb e e e e e e e e s asnbaeeeeeeeeeans 517.....
6.19 LISt CONSIIUCTION ..eiiiiiiiiiiiiitiiee e ettt e e e e st e e e e e s e e e e e e e e e nnneee s 57......
6.20 Changing liISt SEPATALOIS ........cciiuuriiiiieee et e e e eeee s 51.....
6.21 EMPLY ITEMS QN HISTS ...eviiiiiiieiiiiie e a e 51......
6.22 Format of driver CONfIQUIAtIONS .........cooiiiiiiiiiiiiie e 58....

. The default configuration file  .......ooiii e 6a0....
7.1 Main configuration SETHNGS .......eviieiiiiiiiiiiieee et e e e e e e s e e e e e e ennneed 60.....
7.2 ACL CONIQUIALION ..eeiiiiiiiiiiiiiee ettt e e e e e e st e e e e e e e nnneee s 63......
7.3 ROULEr CONFIQUIATION ....eeviiiiiiiiiiiiiiii ettt e e e e s snnrrnnreeeeeeend 65......
7.4 TranSpPOrt CONTIQUIATION .......oiiuiiiiiiieiee ettt e e e e e r e e e e e e 68.....
7.5 DEfaUIt FEINY TUIE ..o e e e s eaeeeas 6a9......
7.6 Rewriting CONIQUIATION ......oiiiiiiiiieie ettt e e e r e e e e e e 69.....
7.7 Authenticators CONfIQUIALION ............eiiiiiiiiiiiiiiiie e e e 6a9....

. REQUIAI EXPIESSIONS .ottt e e e e 71......
. File and database I00KUPS  ....coiiiiiiiiiiiiiieee et 12.....
9.1 Examples of different loOKUP SYNTAX .......c.uvvviiiiiiiiiiiiiiiieee e 12...
9.2 LOOKUP TYPES .iiiiiiiiiieeeeiiiitii et e e e e sttt e e et n e e e e e s s sninnnneeeeeesssnnnnnnnneeeeesssnnnnnns il uneins
9.3 SiNgle-Key I00KUP TYPES ....oviieiiiiiiiiiie ettt eae e 73.....
9.4 Query-style I0OKUP tYPES ....uiiiiiiiiiiiiietii e d D
9.5 Temporary €rrors iN IOOKUPS ........uvviriiiie ettt e et e s e e e e s eeaeeeas 786....
9.6 Default values in Single-Key I00KUPS .........uvuiiiiiieiiiiiiiiiieeee e 16...
9.7 Partial matching in single-kKey l00KUPS ..........ooiiiiiiiiiiiiieeeieee e 11...
9.8 LOOKUP CACKING ...eiiiiiiiiiiiie et e e e e e e e 78......

iv



9.9 QUOLING IOOKUP AALA ....eveiiieeiiiiiiieiii ettt e e e e e e r e e e e e e e aa 78......

9.10 More about dNSAD .......cooiiiiiiiiiice e d B
9.11 Dnsdb I00KUP MOGIfIEIS ......vviiiiiieiiiiiiiiiiieee e d D
9.12 Pseudo dnSAD reCONd tYPES ...ooeeiiiiiiiiiiiiiee ettt e e e e e e e 80....
9.13 Multiple dNsSAD I0OKUPS ... 80.....
9.14 MOre @DOUL LDAP ...t 81l......
9.15 FOrmat Of LDAP QUETIES ...coeiiiiiiiiiiiiee ettt e e e e e e as 8l1....
O.16 LDAP QUOLING .ceeiiiiiiiieieie e ettt s ettt e e e e e e e e e e s e et e e e e e e e e e s reeeeeeas 82......
9.17 LDAP CONNECHIONS ....uieiiiiiiieeeeiaitiie et e ettt e e e s st e e e e e e s st e e e e e e e e s nsnbnereeaeens 82.....
9.18 LDAP authentication and control information .............cccceeviiiiiiiienee e 83.
9.19 Format of data returned DY LDAP .......ooviiiiiiiiieeee e 84...
9.20 MOre @bDOUL NISH ... e e eaeeeas 85......
.21 SQL IOOKUPS ..eeteeeiiiiiteet ettt ettt e e e e e e et e e e s s s e e et e e e e e e e e e s 86.......
9.22 More about MySQL, PostgreSQL, Oracle, and InterBase ..........cccccvvvvvvvevvevviieveennnnnn. 86
9.23 Specifying the Server in the QUETY .........ouui et 87...
9.24 Special MySQL FEATUIMNES ......cciiiiiiiiiiiie et ae s 81....
9.25 Special POSIGreSQL fEATUIES ......cviiiiiiiiiiiiiiie et e e e 817....
9.26 More about SQLITE ....ccciveiiieeieee e, 88.....
10. Domain, host, address, and local part liStS ... 89.
10.1 EXPANSION OF lISTS ...eiiiieiiiiiiiiiiiie ettt e e e a e e e e nnnees 89......
10.2 Negated itemMS IN LISTS ....o.eeiiiiiiiee e e e e 89.....
10.3 File NAMES IN TISTS ..o e e e e e s 90......
10.4 An Isearch file is not an out-0f-liNe liSt ............coovieiiiiiiii a0..
10.5 NAMEA lISES ... e e e e e e e e e et e e e e e e nnnees 20.......
10.6 Named lists compared With MACIOS .........ccoiuuriiiiiieeiiiiiii e 91...
10.7 Named liISt CACNING ....ocooiiiiiiiiiiii e e e e 91.....
10.8 DOMAIN LISES ...eeeeieieeiiiiiiet ittt e e e e e e e s s r e e e e e e s reeeeas 92......
L0.9 HOSE HISES ..ueeeiiiiiee ettt e e et e e e e e s et e e et e e e e e e eeeaeeas 9.......
10.10 Special NOST ISt PALIEINS ...t a e 94....
10.11 Host list patterns that match by [P address .........ccuvvviviieiiiiiiiiiieieeeeeeiiieeeee e 94.
10.12 Host list patterns for single-key lookups by host address .........cccooccvvviieiieennininnee. 95
10.13 Host list patterns that match by host NamMe ...........c..oeveeiiiiiiii e 96.
10.14 Behaviour when an IP address or name cannot be found ...........cccccceeviiiiiinnnnen. 97
10.15 Mixing wildcarded host names and addresses in host liStS ..........vvvvvvviviiieiieeeeennns! 97
10.16 Temporary DNS errors when looking up host information .............ccccceeviiiiiiiennen. 98
10.17 Host list patterns for single-key lookups by host name ...........cccccceeiiiiiiiiiiieeeeenne 98
10.18 Host list patterns for query-style I00KUPS .........ccooiiiiiiiiiiiieeiiiee e 98..
10.19 AAAIESS lISTS ...eeeiiiieeiiiiiiiti et e e e e e e s s e e e e e e e e s nnnnenes 99......
10.20 Case of letters in addreSS lISTS ......cuuviiiiiieeiiiiiiiie e 101.
10.21 LOCAI PAIT HISTS ...uuiiiieiiieee ettt e e e e e e e e e e e e e 101....
11, SENQG EXPANSIONS  .uiiieiiiiieeeiiiiittie et ee e e e e et e e e e e e e e s aabee e e e e e e e e s s bbb e e e e eaeeessssbbrneeeeeeeaanns 102....
11.1 Literal text in eXpanded StrNGS .......cceeieiiiiiiiiiiiee e 102.
11.2 Character escape sequences in expanded StringS ........cccoocvvviiieeeenniniiinieeeeeeennns 102
11.3 Testing StriNg EXPANSIONS .......uveiiiieiiiiiiiieiieieeeeaaaeresr e e e e e s s b re e e e e s s abrrnreeeaessaanns 102..
11.4 Forced expansSion fAIIUIE ..........c..uiiiiiiieiii e 103..
11.5 EXPANSION IEEMIS oiiiiiiiiiiiiieiie e ettt e ettt e e e e e s r et e e e e s st e e e e e e e s annbrnnees 103....
11.6 EXPANSION OPEIALOIS ....uviiieiieeiiiiiiitieieee e e e e sttt e e e e e e s st n e e e e e e e s annbbar e e e e e e e e snnnnrnnees 114...
11.7 EXPanSIiON CONAITIONS ....ccooiiiiiiiiiiiieee ittt e e e e s sttt e e e e s s e e e e e e s s snbbnneeeeeeeaann 1109...
11.8 Combining expansion CONAITIONS ........cc.uvvriiiieeiiiiiiiiie e et e e 126.
11.9 EXPanSION VATIADIES .......c.uiiiiiiiiiiiieiiiie ettt e e e e e e e ane 126...
D = o ] oT=To [ [=To [ == o PP PPPPPPPR PPN 145.....
12.1 Setting Up SO Perl €an De USEA .......ooouiiiiiiiiiieee e 145.

\Y



12.2 Calling Perl SUBTOULINES .........uiiiiiiiiiiiiiii e e e 145.

12.3 Calling EXim functions from Perl ..........cooiiiiiiiiiiiiiieeeee e 146.
12.4 Use of standard output and error By Perl ... 146
13. Starting the daemon and the use of network interfaces ..o 147
13.1 Starting a lIStening dAEMON .........cooiiiiiiiiiieie e 141..
13.2 Special IP [ISteNiNG Q0ArESSES .....uviiiiiiiiiiiiiiiiiie e 148.
13.3 Overriding local_interfaces and daemon_sSmtp_POrtS .......ccccceeeeerriiiiiiiieieeeeesnnnne 148
13.4 Support for the obsolete SSMTP (or SMTPS) protocol ..........cceevveeiiiiiiiiiiiiieeenne 148
13.5 [PVE QUUIESS SCOPES ...uvvveiiiieeeiiiiiiiieitae e e e s sttt e e e e e e s s aibbes e e e e e e e e s annbb e e e e e e e e e s nnnaneenees 149...
13.6 DiSADING [PV ....oeeeiiiiiiiiiiiie ettt e e e e e e e e e e e e ane 149....
13.7 Examples of starting a listening daemon ............cooiiiiiiiiiiieiiniiiee e 149
13.8 Recognizing the 10Cal NOST .......cceviiiiiiie s 15Q..
13.9 Delivering to @ remMOLE NOSTE .......eiiiiiiiiiiiiii e 150..
14. Main CONFIQUIATION  ..oiiiiiiiiiiiiie et e e e e e e e e e e s e e e e e s s nanene s 151....
14.1 MISCEIIANEOUS ....oeiiiiiieiiiiiite ettt e e e e e e e e e e e st r e e e e e e e aanne 151....
14.2 EXIM PATAMETETS .coeiiiiiiiieieee e ettt e e e ettt e e e e e s st e e e e e e e e s e s bbb e e e e e e e e e sannnrneees 151....
14.3 PriVIIEgE CONMIOIS ...ttt e e e e e eeeeas 151....
I W0 T [ [ o PO P PP PP TPPPPP 151.....
145 FrOZEN MESSAGES .oorvuuuiieeeiiieeetii e e e ettt et e e e e e et ee st rr e e e e et e e ennaa e e e e ereeeennnnaanes 152...
14.6 DAta lOOKUPS ...eeiiiiiiiiitiieiee ettt e e e et e e e e e e et e e e e e e e s e e e eaas 152....
LA.7 MESSAQE IUS ...eeeeiiiiieiiiiitit ettt e ettt e e e e st e et e e e e s st e et e e e e e e e e e e e e e e nnrrenees 152....
14.8 Embedded Perl STArtUpP ........uveiiiiieiiiiiii et e et e e e e e e 152..
e D - 1T 1 0[] o EO 152.....
14.10 RESOUICE CONTIOI oottt e e e e e e e e e e e e 153...
14.11 POLICY CONIIOIS ....eeiiieiiiee ettt ettt e e s e e e e e e e s bbb e e e e e e e e e aan 153....
14.12 CallOUt CACNE ...ooeeiiiiiiee et e e e e e e e e e 154....
I I T I S PP PPPPPRTPPPP 154......
14.14 Local USEr NANAIING ......uvriiieiiiiiiie e e 154...
14.15 All incoming messages (SMTP and NoN-SMTP) ........cooiiiiiiiiiiiieiiiiiiiieeee e 154
14.16 NON-SMTP INCOMING MESSAGES .....uuvvveriieeeeiiiiiiirieteeeeeaaaiirrrreeeeessssirrrrreeeeessaanes 155.
14.17 INCOMING SMTP MESSAGES ....ciuvivtiiiiieeee ettt e e e e st e e e s e s s e e e e e e enbenees 155..
14.18 SMTP EXIENSIONS ....uutiiiiiieeiiiiiiiie ittt e e e e s e e e e e e e s r e e e e e s s s bbb e et e e e e e s s anannneeeeeas 155...
14.19 ProCESSING MESSAGES ....uuuuvrrriieeeeaiiiitttrreeeaesaaastassrteeesaaaansssreeeaesssaasrarereeeesssannen 155...
14.20 SYSIEM TILEE ..eeiieieee e e e e s s as 156....
14.21 RoUtiNg @Nd DEIVETY ...t e e e 156...
14.22 Bounce and WarNing MESSAGES .......cvuurrrrrreeeeaiiinirrreeeeessaassrrrreeeeesssassrsreeeeessaanns 156.
14.23 Alphabetical list Of MaiN OPLIONS ......ooiiiiiiiiiie e 157.
15. GEeNeric OPtioNS TOF TOULEIS  ...uuiiiiiiiieiieiiiei ettt e e e e e e e e e e e e 202..
16. THE GCCEPL FOULET .ttt e e e e e e e e s et e e e e e e e e s bnreeeaeeeas 216....
17. The dnSIOOKUP FOULEE .ottt e e e e e s e e e e e e e 217...
17.1 Problems with DNS [0OKUPS .......c.cuviiiiiiiiiiiiie et 211..
17.2 Declining addresses DY dNSIOOKUP .......oocveviiiiiieeiiiiiiiieeeee e 2117.
17.3 Private options for dNSIOOKUP .......coiiiiiiiiiiiiie e 218.
17.4 Effect of qualify_single and searcCh_parents ...........ccccoeeveeeeenniiiiinieeeee e 220
18. The Iplteral FOULET ..o e e e e 221....
19. The iPIOOKUP TOULET ..ot e e e et r e e e e e 222....
20. The ManUAITOULE TOULET  ...ociiiiiiiiiiie e ettt e e e e r e e e e e s s e e e e e e e e ana 224...



20.1 Private options fOr MAaNUAITOULE ............eeeieiieeiiiiiiiiiiee e e e 224.

20.2 ROULING rUlES iN TOULE_TIST ...ciiiiiiiiieeee et e 225..
20.3 RoOULING rules iN TOUE_daALa .........uvviiiiieeiiiiiiii e 226..
20.4 Format of the liSt Of NOSES .......ccuiiiiiiiee e 226..
20.5 Format of ONE NOSTITEIM ...ccoiiiiiiiiiiieeee e 221...
20.6 HOW the list Of NOSIS IS USEA ....ccceiiiiiiiiiiiiiee ettt 221..
20.7 HOW the OPLIONS Are USEA ......cceviiiiiiieeeeiiiiiie ettt e e et e e e e s s eeaeeas 228..
20.8 Manualroute EXAMPIES ........uuiiiiieeeiiiiiiei et e e e e e e e e 228...
21. The QUETYPIOGram FOULET  ....cccoiiiiiiieiiieeee e s sttt e e e e e e s s e e e e e e s st r e e e e e e e anennnreeeeas 231...
22. TNE FEAINECTE FOULET  ..uiiiiiiiei ettt e e e e e e e e e e e e e e e e s et bnnreeeeeeeann 233....
22.1 REIrECHON TALA .....vveeiiieeeiiiiiite et e ettt e e e e e st e e e e e e st n e e e e e e e nane 233....
22.2 Forward files and address VErifiCation .............ooccuuiiiiiieeiiiiiiiiieece e 233
22.3 Interpreting redir@CtioN GALA ...........coviiiiiiiiiiie e e e 234..
22.4 Items in a non-filter redireCtion ISt ...........coooiiiiiiiiiiiiee e 234.
22.5 Redirecting to @ local MaIIDOX ........ceiiiiiiiiiiiiiiiie e 234..
22.6 Special items in redireCtion lISTS ........ccuvviiiiiiiiiii e 235.
22.7 DUPICALE GUUINESSES ....cceiiiiiiiiiie ettt e e e s e e e e e st e e e e e e e aanes 237...
22.8 Repeated redireCtion EXPaNSION ...........ciieeiiiiiiiiiiieeee e e e e e e e e eneees 237.
22.9 Errors in redireCtion lISTS ..........oiiiiiiiiiiiiiiee e e e e e 2317...
22.10 Private options for the redireCt FOULET ..........ccuvviiiiieieeiiiiieiee e 237
23. Environment for running local tranSPOrtS —  ....eveviiiiiiiiiiiei e 246
23.1 CONCUITENT AEIIVEIIES ...eeiiiiieeiiiiitie ittt e s e e e s eeeeas 246...
P2 B U 1o L3 1 o o [[o 1S TP P PRSP PPPPPPPO 246....
23.3 Current and hOME AIFECIOTIES ......eviiiieiiiiiiiiiiiee e 241..
23.4 Expansion variables derived from the address ...........ccccevveeeiiiiiiiiiiienee e 247
24. Generic OptioNS fOr trANSPOITS  ...iiiiiiiiiee et e e e s 248..
25. Address batching in local tranSPOITS .oeeviiiiiiiiiiieee e 254,
26. The appendfile tranSPOIT  .......eiiiiiiii e 256...
26.1 The file and direCtory OPLIONS ........ociiiiiiiiiiiiiiee e 256..
26.2 Private options for appendfile ... 251..
26.3 Operational details for appending ............eeeeeeeiiiiiiiiiiiieee e 266.
26.4 Operational details for delivery to a new file ............oovvieiiiiii e 268
26.5 MalAIr AEIIVEIY ..oeeiiiiiiii et e e e e s r e e e e e e e anees 268....
26.6 Using tags t0 reCord MESSAJE SIZES .....uuviiiiiiiiiiiiiiiiiieeeeaeeiiire e e e e e sibrnee e e e e e e anne 269,
26.7 UsiNg @ MaildIrSize file .......eueeiiiieieie e 269...
26.8 MaUIStOre GEIVEIY ...ttt s e e e e as 210....
26.9 Non-special New file deliVEIY ..........ooiiiii s 210..
27. The autoreply traNSPOIT  ...ocooiiiiiiiii et e e s e e e e e s s reeeeeaanas 271...
27.1 Private options fOr QULOTEPIY ......coiiiiiiiiiiii et e e 271..
28. The IMIP FANSPOIT  ..eeeiiiiiieiiiie ettt e e e e et e e e e e s s e e e e e e e e e e ane 274....
29. TNE PIPE TFANSPOIT  ..eieiiiiieeeiiit ittt e e e s e e e e e e e e s e e e e e e e e s s nnbbnneeeeeeesanes 2176....
29.1 CONCUITENE AEIIVETY ...uviiiiiieeieiiiie ettt e e et e e e e e s e e eee s 278...
29.2 Returned Status and atal ...........eueeiiieeiiiiiiiiiiee e 276..



29.3 HOW the COMMANT IS TUN c.neeeei ettt e e e e e e e e e e e e eeenes 277..

29.4 ENVIroNMENt VAriabIES .........oeiiiiiiiiiiiiiiiiie et e e e 211...
29.5 Private OPLiONS fOF PIPE ..eeeeiiieiiiiiiiiiie et e e e e e eas 218...
29.6 Using an external local delivery agent ..........cccuvveveiieiiiiiiiiiiieee e 283
30. THe SMIP TFANSPOIT  .oeeeeiiiiiiie ittt e s e e e e e e e s r e e e e e e e s nnnnrenees 285....
30.1 Multiple messages on a single CONNECLION ...........ouiiiiiiiiiiiiiiiie e 285
30.2 Use of the $host and $host_address variables .............cccoviiiiiiiiiiiiiie e 285
30.3 Use of $tIs_cipher and $tIs_peerdn ...........oooviiiiiiiiiiiiiie e 285.
30.4 Private OptioNS fOr SIMEP ...ccooiiiiiiiiiiie et e e e e e e e as 285...
30.5 How the limits for the number of hosts to try are used .........ccccccovviiiviiiiiieeenniinee, 295
3 Yo [0 | (=T SR £ 1 1] o PP PP PRTTTPPPP 297....
31.1 Explicitly configured address reWriting ..........cccvveeeeeeeeiiiiiiiiiieeee e 297
31.2 When does rewriting NapPEN? ......ooo i 297..
31.3 Testing the rewriting rules that apply 0N iNPUL ...........cooiiiiiiiiiiii e 298
31.4 REWIITING TUIES ..oeiiiiiiiiiiiiitee ettt e e e s e e e e e e s s e e e e e e e e e nnnes 298....
31.5 REWIITING PAEINIS .....etiiiiieeeeiiiiiiie e e e et e e e e e s e e e e e e st e e e e e e e s e annnnnrreeeeeas 299....
31.6 Rewriting replaCcemeNtS .........c.uuuiiiiiieeiiiiie e 300...
31.7 REWIITING FlAGS ..ueieteeiiiie ettt e e e e e r e e e e e ane 3Q0....
31.8 Flags specifying which headers and envelope addresses to rewrite ..................... 300
31.9 The SMTP-time reWriting flag .......cooeeeiiiiiiiiiiiee e 300..
31.10 Flags controlling the rewriting PrOCESS ........oocvvviriiieeeiiiiiiiiee e e e e 301
31.11 Rewriting €XAMPIES ........ouiiiiiiieiiiiie e 301...
32. Retry CONfIQUIALION ..ot e e e e e e e e e e nnnnrnee s 303....
32.1 Changing FetrY TUIES ......c.ooouiiiiiiiie et e e e e e e e e nnes 303...
32.2 FOrmMat Of FEIIY TUIES ....coeiiiiiieeeeee e e e e e e e 303...
32.3 Choosing which retry rule to use for address €rIrors .........ccccueveveeeiiiiiiiiiieeeee s 304
32.4 Choosing which retry rule to use for host and message errors ........cccccoeeevvvveeeennn. 304
32.5 Retry rules for SPECITIC EITOIS .......uuiiiiiieeeieiiie e 305..
32.6 Retry rules for specified SENAEIS .........cooiiiiiiiiiiiie e 306.
32.7 REIIY PAIAMEIEIS ..oeeieiiiieiieeieee ettt ettt ettt et e e e e e e e e e e e e e e e e e e e aaaaaaeeeas 3017....
32.8 REtry rule EXamPIES .....cooiiiiiiiiiie e 307...
32.9 TIiMEOUL OF Fetry datal .....c.eveeeeiiiie e e e e 308...
32.10 LONG-tEIM AIIUIES .....eeiiiiiiiiiiitie it e e e s 308...
32.11 Deliveries that Work intermittently ............ccuvveeiiiiiiiii e 3009.
33. SMTP QUINENTICATION ..o e e e e e e 310...
33.1 Generic options for QUENENTICATONS ........eeviiiiiiiiiiiieie e 311.
33.2 The AUTH parameter on MAIL COMMANAS .......ccovviiiiiiiiiiieeniiiiiieie e 313
33.3 Authentication 0N an EXIM SEIVET ......ccuuviiiiiieiiiiiiieie et 313.
33.4 Testing server authentiCation ............cooooiiiiiiiiie e 314..
33.5 Authentication by an EXim ClENt ..........oooviiiiiiiiiii e 315.
34. The plaintext aUTNENTICAIOr  .......ueiiiiii e e e 316..
34.1 PlaiNteXt OPTIONS ....uvveiiieeeiiiiiiittee e e e s sttt e e e e e st e e e e s s sb b be e e e e e e e e s anbbrnreeeeeeeaann 316....
34.2 USING PIAINIEXT IN @ SEIVET ....uviiiiiiieiiiiiiiie ittt e e e e e e e e e e e anaes 316..
34.3 The PLAIN authentication MeChaniSm ............ccuvviiiiiiiiiiiiii e 316
34.4 The LOGIN authentication MeChaNiSIM ...........ccooiiiiiiiiiiiiiee e 317
34.5 Support for different kinds of authentiCation .............ccccccvvviiiiiiiieiiicee e, 318
34.6 Using plainteXt in @ CHENT .........ooiiiiiiie e 318..

viii



35. The cram_md5 autheNTICATOr  .......eeiiiiiiiiiiiiiiii e e 320..

35.1 USING Cram_mMdS5 S @ SEIVET ......uuiiiiiieeeaiiiiiieiee e e e e e st ee e e e e s s st ee e e e e s aaanbseeeeeas 320..
35.2 Using cram_md5 @S @ ClIENT .......eoiiiiiiiiiiiiiieie et 320..
36. The cyrus_sasl QUtNENTICATOr  ......oiiiiiiiiiiieiiee e 322..
36.1 USING CYrUS_SASI @S @ SEIVET ......uuiiiiiiieeiiiiiieie ettt 322..
37. The dovecot QUINENTICATON  ......ciiiiiiiiiiii e e e 324...
38. The gsasl aUtNENTICALOr  ..........cuuiiiiiiiee it e e e 325...
38.1 gsasl auth VariabIEs ...........oooiiiiiiiii s 326...
39. The heimdal_gssapi authentiCator — ..........c.eveiiiiiiiiiii e 3217.
39.1 heimdal_gssapi auth variables ... 327.
40. The SPa AUINENTICAION  .....eiiiiiiiiiiiiiie e e e e s eeeeeas 328...
40.1 USING SPA @S @ SEIVET .eevieieeiiiiiiitiieteeeaaasiisee et e e e e e s sasbbae e e e e e e s s asbbsrreeeeesaaannbnereeeees 328...
40.2 USING SPA @S @ CHENT ..o e e 328...
41. The tIS QUINENTICATOT  ...oiiiiiiiiiieii et e e e e e e e s e e e e e e e e anaes 330...
42. Encrypted SMTP connections using TLS/SSL ... 331
42.1 Support for the legacy “ssmtp” (aka “smtps”) protocol ..........cccccevvviiiiiiiiieeennniinnn. 331
42.2 OpenSSL VS GNUTLS ..o, 331...
42.3 GNUTLS parameter COMPULALION .......c..uvrriiieieeesiiiiieiei e e e e e e e e 332.
42.4 Requiring specific ciphers in OPenSSL ........ccuviiiiiiiiiii e 333
42.5 Requiring specific ciphers or other parameters in GNUTLS ........ccccccveviiiiiiiiinnenn. 334
42.6 Configuring an EXim Server to USE TLS ......ooiiiiiiiiieeee e 334
42.7 Requesting and verifying client Certificates ..........ccccoviiiimiiiiiiiiiiiieeee e 336
42.8 ReVOKEd CEITIfICAES .....uviiiiiiiiiiiiiiie e 336...
42.9 Configuring an EXim Client 10 USE TLS .....ooiiiiiiiiiiiiiieee e 337
42.10 Use of TLS Server Name INAICALION ........cocvvviiiiiieeieiiiiiii e 338
42.11 Multiple messages on the same encrypted TCP/IP connection .............cccceeee.... 339
42.12 Certificates and all that .............oooiieiiii s 339..
42.13 CertifiCate CRAINS .......ooiiiiiiiiiiii e 340...
42.14 Self-Signed CErtifiCAtES .......ccuuviiiiiieeii i 340...
43. ACCESS CONMIOI lISIS oot e e as 341....
43.1 TESHNG ACLS ...iiiiiiiiiieeiiii ettt e et e e e e s s e e e e e e e e e e e e e e nnnees 341....
43.2 Specifying When ACLS Are USEA .......ccuvviiiiiieeiiiiiiiiiee e e e e e e ee e e e e 341.
43.3 The NON-SMTP ACLS ....cuiiiiiiiiieiiii et a e e e e e aneees 342...
43.4 The SMTP CONNECE ACL ...ttt e e e 342..
43.5 The EHLO/HELO ACL ...ttt e e e 342...
43.6 TNE DATA ACLS ...oiiieiiiiiite ettt e e e e e e e e e e e e s a bbb e e e e e e e e e nnaneees 342....
43.7 The SMTP DKIM ACL ..eoiiiiiiiiiiiiiiiet ettt e e e e eeaeeas 343...
43.8 The SMTP MIME ACL ..ottt e e e e e 343...
43.9 The SMTP PRDR ACL ..ottt ettt a e e e 343...
43.10 THE QUIT ACL ..ottt e e et e e e e s et e e e e e e e s aeeeeaee s 343....
43.11 The NO-QUIT ACL ..eiiiiiiiiiiiiiiie ittt e e e e e e e s e e e aeeas 344...
43.12 FINAING AN ACL 10 USE ...eiiiiiiiiiiiiiiiie ettt e e e st e e e e e eeeeens 344...
43.13 ACL FELUIMN COUES ..ooeiiiiiiiiiiiite e e ettt e e e e ettt e e e e s e e e e e e e s et r e e e e e e e e nnnnnees 345...

iX



43.14 UNSEL ACL OPLIONS ..eieiiiiiiiiiiiiieii ittt e e e et e e e e e e s s eeaeeeas 345...

43.15 Data for MESSAGE ACLS ...oooiiiiiiiiiiiiiie et e e e 346..
43.16 Data for NON-MESSAGE ACLS ....ooiiiiiiiiiiiiiiiiee et eeeeas 346..
43.17 FOrmat Of @N ACL ...cooiiiiiiiiiiie et 346...
43.18 ACL VEIDS ..ottt e e e e et e e e a e e e e 341.....
43.19 ACL VANADIES ....eiiiiiiieeii ittt e e et e e e e e e e e e e e 348....
43.20 Condition and MOdIfier ProCESSING .....c.vvvrriiiieiiiiiiiiiiee e e s 349,
43.21 ACL MOGIFIEIS ...ettieiiiieeee ittt e e e e e e e e e e e e s st n e e e e e e e e annes 350....
43.22 Use of the control MOIfIEN ..........evviiiiiiiiie e 354..
43.23 Summary of message fiXUp CONIOL .........cooiiiiiiiiiiiie e 357
43.24 Adding header iNES iIN ACLS ......oooiiiiiiiiiiieiee e 357.
43.25 Removing header INES iN ACLS .......uuiiiiiiiiiiiiieiee e 359.
43.26 ACL CONGITIONS ....iiiiiiiiiieeee ettt e e e e e e e e e e s s n b e e e e e e e e annbbreeeeeeas 360....
43.27 USING DINS ISTS ...eveiiiiieiiiiiiiiiiieee ettt e et e e e e e st r e e e e e e s annnes 364....
43.28 Specifying the IP address for a DNS list I00KUP .........coooviiiiiiiiiiiiiciieccieee 365
43.29 DNS lists keyed on dOmMain NAMES ..........ueiiiieeiiiiiiiiiiiie e e e 365
43.30 Multiple explicit keys for @ DNS liSt .........uuiiiiiieiiiiiiiiiiice e 365
43.31 Data returned DY DNS lISTS .....cooiiiiiiiiiiiiiiieee it e e 366..
43.32 Variables set from DNS lIStS .......ueiiiiiiiiiiiiiiiiee e 366..
43.33 Additional matching conditions for DNS liStS .........ccccoviiiiiiiiiiiiieeniiiiiieee s 367
43.34 Negated DNS matching CONAITIONS .......ccooviiiiiiiiiiiie e 367
43.35 Handling multiple DNS records from a DNS liSt .........cc.vvviiiiiiiiiiiiiieee e 368
43.36 Detailed information from merged DNS liStS ........cccuvviiiiiiiiiiiiiiieeeeeeee e 369
43.37 DNS SIS QN IPVG ....oeeiiiiiiiiiiiiiiiieee ettt e s 369...
43.38 Rate [imiting iNCOMING MESSAUES ......evvieeeiiiiiiiiiiiieee e e e e s e aa e e e aaneees 370.
43.39 Ratelimit options for what is being Measured ............ooccvvvviiiieiiiiiiiiieeee e 371
43.40 Ratelimit update MOUES ........cociiiiiiiiiiiiiiee e e e 371..
43.41 Ratelimit options for handling fast ClIEeNtsS ...........ccccceiviiiiiiiii e 372
43.42 Limiting the rate of different @VENIS ............ovviiiiiiiiiii s 372
43.43 USING rate lIMItING ..oooooiiiiiiiiiiee e e e e e e e e e e 373...
43.44 AdAress VEIIFICATION ......c.uvieiiiiie ettt e e e e e e e e 373...
43.45 CalloUt VEIIFICALION ......eviieiiiiie et e e e s e e e e e 374...
43.46 Additional parameters for CallOULS .............uvvviiiiiiiiiiiiiiee e 315
43.47 CalloUt CACNING ...uviiiiiiiiiiiiiee e e e e 371....
43.48 Sender address verification rePOrting ..........cc.vveeeeeeeriiiiiiiieee e 378
43.49 Redirection While VEFITYING ....c.ueriiiiiieiiiiee e 3178..
43.50 Client SMTP authorization (CSA) ......eeiiiioiiiiiiiieeee et 379.
43.51 Bounce address tag Validation ............cccuviiiiieeiiiiiiiiiieeee e 379.
43.52 Using an ACL t0 cONtrol relaying .........eeeeeeeeiiiiiiiiiieeeeee i 381.
43.53 Checking a relay CONfiQUration ............ccccuuiiiiieeiiiiiiieeee e 381.
44. Content scanning at ACL TIME  ..ooviiiiiiiiiiiiii e r e e e 382..
44.1 SCANNING TOF VITUSES ....eeiiiiiiiiiiiiiiie et e e ettt e e e et e e e e s st e e e e e e s s anennnreeeeeeas 382...
44.2 Scanning with SpamAssassin and RSPamad ..........cccvvviiiiieeiiiiiiiiiecee e 386
44.3 Calling SpamAssassin from an EXim ACL ... 388
44.4 ScanNiNg MIME PAITS .....oooiiiiiiiiiiiieieee e e e e e e e e sennreeeeee s 389...
44.5 Scanning With regular EXPreSSIONS ..........ccuiiiiiiiiiieee e e e 392,
44.6 The demime CONAITION ......cc.vuiiiiiieeiiiiie e e e e e s e e e e e e aannes 392..
45. Adding a local scan function t0 EXIM  ....oueiiiiiiiiiiiii e 394
45.1 Building Exim to use a local scan fUNCLON ..........cccooeeiiiiiiiiiieeeee e 394
45.2 APIFOr lOCAI_SCAN() .ouvereeeeeeee ettt e e s a e e e 394...
45.3 Configuration options for 10Cal_SCaN() .......uuvriiiieiiiiiiiiiiee e 395
45.4 Available EXim variables ............ooooiiiiiii s 396...
45.5 Structure Of NEATEN INES .......coiiiiiiiiii e 398..
45.6 Structure Of reCIPIENT ITEIMS ....ooiiiiiiiiiiei e 398..



45.7 Available EXIM fUNCLIONS ...ttt e e e e e e e aeeees 3909...

45.8 More about Exim’s memory handling ..........cccuveiiiioiiiiiiiiie e 403
46. System-wide mesSage filteriNG  ...oveiiiiiiiii e 404..
46.1 SpecCifying & SYSeM filIEI .......coiiiiiii e 404..
46.2 Testing @ SYSIEM TILEI ....ooiii e 404...
46.3 Contents of @ SYSTEM fIlLEr ........uviiiiiee e 404..
46.4 Additional variable for SyStem filters ...........evviiiiiiii e 405.
46.5 Defer, freeze, and fail commands for system filters .........ccccoooviiiiieeiiiiiiiiiiiieeeeen. 405
46.6 Adding and removing headers in a system filter ...........cccccoviiiiiiiie e 406
46.7 Setting an errors address in @ system filter ..........ccccoviiiii 406
46.8 Per-address filtErING ........ceoiiiiiiiiiiii e 407....
A7. MESSAQGE PrOCESSING  .evereeeeiiiiitrriiteeeessaaitbeeteeeee s s s sbatereeeeeasaanbbbereeeeeessannsbrnreeeeeeesannnsd 408...
47.1 Submission mode for NON-10Cal MESSAJGES ........cvvviiiiiiiiiiiiiiiieeee e 408
A7.2 LiNE ENUINGS oiieiiiiiiiiiiiii ettt e ettt e e e e s s bbb e e e e e e e s s s bbb e e e e e e e e e s annnnrrreeeeeesd 409.....
47.3 Unqualified addreSSES .......cccvvviviieiiiiiiiiiiiiieee e siiinneeee e snnnneeeeee e 4090
47.4 The UUCP From lINE ..ottt e e e 410...
47.5 ReSeNt- NEAUET lINES ...cooiiiiieiiieie e e e e e 410...
47.6 The Auto-Submitted: header N ... 411.
47.7 The BCC: header liNE ..o 411...
47.8 The Date: Neader lINE .......oooiiiiiiiie e 411...
47.9 The Delivery-date: header lINe .........c..uviiviiiiiii e 411.
47.10 The Envelope-to: header liNE ..........euviiiiiiiiiiiiiiee e 411.
47.11 The From: NEader lINE .....cooi i 411..
47.12 The Message-ID: header liNE ..........uuiiiiiiiiiii e 412.
47.13 The Received: header liNE ...........ooviiiiiiiiiii e 412..
47.14 The References: NEAUEr NG ........coooiiiiiiiiiie e 412.
47.15 The Return-path: header liNe .........c..uviiiiiiiii e 412.
47.16 The Sender: header lINE ..o 412..
47.17 Adding and removing header lines in routers and transports ...........cccccceevvrivnnee 413
47.18 CONSIrUCLEd AUUIESSES .....veiiiieiiiiiitiiiii e e ettt e s e e e e e e e e e nnneees 414..
47.19 CaSe Of I0CAI PAITS ...eeeiiieeiiiiiiiii et e e e s eeeeeas 415...
47.20 DOtS IN1OCAI PAITS .oeeeiiiiiiiiiei et e e e e e e e e ennnees 415...
47.21 REWrItING QUUMESSES ...oviiiiiiiiiiiiiiiite ettt e e e e e e e e s e e e e e e e s 415...
A8. SMTP PIOCESSING  .eteeeeiieeeiiiiiiitietteeeaaaaibe et e e e e e e s s sbte e e e eeeesaaasbbbeeeeeeeeesaannbbsnreeeeeesaannnes 416....
48.1 Outgoing SMTP and LMTP over TCP/IP ......cccvvvivviiiiiiiiieeeeeeeiieeee e A6
48.2 Errors in OUtgoING SMTP ....uiiiiiiiiiiiiie e e e 417...
48.3 Incoming SMTP messages over TCP/IP .......cccvvvvveeiiiiiiiiiiieeee i 418
48.4 Unrecognized SMTP COMMANAS .......uuiiiiiiiiiiiiiiiiieeee et e e e e e e 420.
48.5 Syntax and protocol errors in SMTP COMMANAS ........uuvvvviiiiimiineiirriieeeieeeeeeeeereeeee. 420
48.6 Use of non-mail SMTP COMMANGS ......coceeeiiiiiiiiiiiieeeniiiiiniieeeeeessninneeeeeeesennennnnn . 420
48.7 The VRFY and EXPN COMMANGS .......cooiiiiiiiiiiieiiiiiiiii e 420.
48.8 The ETRN COMMANT .....ouviiiiiiiiiiiiiiiiii ettt e e e e e e e s 420...
48.9 INCOMING 10CAI SMTP ... 421...
48.10 Outgoing batChed SMTP ........uiiiiiiiiiiiiii e 421..
48.11 Incoming DatChed SMTP ........uiiiiiiiiee e 422..
49. Customizing bounce and warning MEeSSAJES  ..ovvveeiviiiiiiiiieee et 423
49.1 Customizing DOUNCE MESSAGES ....cceieiiiiiiiiiiiiiee et 423.
49.2 Customizing Warning MESSAUES ......cccuuvrrrrreeeersiiiirerrrreeessaaassrrrereeeessaansrsrnreeeeesaans 424.
50. Some common configuration SELHNGS  ....evviiiiieeiiiiiiiiii e 425

Xi



50.1 Sending mail t0 @ SMAart NOSL ...........covviiiiiiiiiiiiiiiee e A2DL

50.2 Using Exim to handle mailing lIStS .........ccooviiiiiiiiiiiiiiiiieeeeee e 425,
50.3 Syntax errors in Mailing lStS ........cccouviiiiiiiiiiie e A2D0
50.4 Re-expansion of Mailing liStS ...........ceeveeiiiiiiiiiiiiieeieeee e A26.
50.5 Closed MailiNg lISTS .....c.uuiiiiiiiiiei e e e 426...
50.6 Variable Envelope Return Paths (VERP) ... A2
50.7 VIrtual dOMAINS ....cooiiiiiiiiiiee ettt e e e e e r e e e e e s e senbeeeeeeas 428....
50.8 Multiple user MaIIDOXES ........ccuuiiiiiieee e 429...
50.9 Simplified vacation ProCESSING .....c..uuvreiiiieiiiiiiiiiii e e e e e e e e e e e e e anneees 430.
50.10 Taking COPIS OF Ml ....cceiiuiiiiiiiiiee et e e e 430...
50.11 Intermittently connected NOSES ........cc.eviiiiiiiiiiii e 430.
50.12 EXim on the upStream SErver NOST .......c.uvviiiiiieiiiii e 430.
50.13 Exim on the intermittently connected client NOSE ..o, 431
51. Using Exim as a non-queueing ClIENt ...t 432
S oo I 11 = OO P PPPPPPPPPRPPRPRPPY o 7. SO
52.1 Where the 10gS are WITIEN .......cooiiiiiiiiiiiiee et 434..
52.2 Logging to local files that are periodically “cycled” ...........cccocoeeiiiiiiiiiiiieeee 435
52.3 Datestamped 10g fIlES .....ooiiiiiiiiii e 435...
52.4 LOgQiNg t0 SYSIOQ ...ccoiuiiiiiiiiieeieiiiiiii et nneeeeee D301
52.5 LOQ lINE TIAGS ..eveeiiiieeiiitee e e 437....
52.6 LOQQiNg MESSAJE MECEPLION ....vvviiieeiiiiiiiiiieeee e e e ettt e e e e e s st r e e e e s s e snbreneeeeeeeaannes 431..
52.7 LOQGING TEIVETIES ...ttt e e e e e 438...
52.8 Discarded deIIVEIIES .........oouiiiiiiiie et e e e e 439...
52.9 Deferred delIVEIIES ......c..uiiiiiiiii e e e e e e 439...
52.10 Delivery failures ........ccuveiiiiiiiiiiiiiiiicee e einnnee e B39O0
52.11 FAKE EIVEIIES .....eeeiiiieeii ittt e e et e e e e e aaes 440....
52.12 COMPIETION ...ttt e e e e e e r e e e e e e s et nreeeeeeesaneed 440.....
52.13 Summary of Fields in LOG LINES ......ccuuiiiiiiiieiiiiiiieiee et 440.
52.14 Other [0g ENIIHES ....uuiiiiiiieiiiiiiii et e e s e e e e e e aannnreeeaee 440....
52.15 Reducing or increasing what is 10gged ...........ccccvevvieeiiiiiiiiiiiieeeeeesiiiieeeeeeeen 44710
52.16 MESSAGE 100 .oiiiiiiiiiiiiiiii ettt e e e 445....
53, EXIM ULIITIES oottt e e e s e r e e e e s st r e e e e e e 446.....
53.1 Finding out what Exim processes are doing (eXiwhat) ..........cccccoviiiviiiiiieennnninnnnn 446
53.2 Selective queue liStiNG (EXIQOIEP) .eeiveurrrrreieeeeiiiirtrreeee e e e s e e e e e s s s sbrrrreeeeeesanes 446.
53.3 Summarizing the queue (EXIQSUIMIM) .....coiiiiiiiiiiiiiieee e riiirr e e e e e e e e e ennneees 447.
53.4 Extracting specific information from the 10g (EXIgrep) ....eeeeeeviiiiiieiiiieeeiiiiiiiieeeee 448
53.5 Selecting messages by various criteria (eXIPICK) ..........cccvvriiiiieeiiiiiiiiieee e 448
53.6 Cycling 10g files (EXICYCIOQ) .....ccuuvriieiiieeiiiiiie ettt 449..
53.7 Mall StatiStiCS (EXIMSLALS) .....oioeeiriiiieeeei it e s s ee s 449..
53.8 Checking access policy (exim_cheCkacCeSsSs) ......ccoceeiieiiiiiiieiiieaienes 450
53.9 Making DBM files (exim_dbmbuild) ............ooveiiiiiiii 450.
53.10 Finding individual retry times (EXINEXL) ........cuuiiiiiriiiiiie et 451
53.11 Hints database MaiNtENANCE ..........cuuviiiiiiiiiii e 451.
53.12 eXiM_dUMPAD ...eiiiiiiiiii e e e 452....
53.13 eXIM_tIAYAD ...oeiiiiiiiiii e 452....
53.14 eXiM_FIXAD ...vviiiiiiiiiii e ADBL
53.15 Mailbox maintenance (eXim_lOCK) ............cccivririiiieiiiiiiiiiieeee e B3,
54. The EXIM MONITOT  ..ooiiiiiiiiiiiiiiie et e e e e e e e e s e e e e e e e e e nnbrene s 455....
54.1 RUNNING the MONITOT ...oioiiiiiiiieie e e e e e e 455...
54.2 TNE SIHPCNAITS ...eeeiiiiiiiiii e e e e r e e e e e e e annes 455....

Xii



54.3 Main ACION DULIONS ...eoieeee ettt e et e e e e e e e e e e e e e eenaaens 456...

54.4 TNE 10Q AISPIAY ...eeeeiiieiiiiiiiii ettt e e e e e e e e e e e 456....
54.5 The QUEUE QISPIAY ...eeiiiiiiiiiiiiiiee ettt e e e e e e e e enee 457....
54.6 THE QUEUE MENU ...eoviiiiiiiiiiiiiiieee e ettt e e e ssinnnee e e e e e sinnrnne e e e e e s ennnnnneeeeeesnnnne e AD0L L
55. Security CONSIAEIALIONS  .ooiiiiiiiii et a e e e e e s r e e e e e e s ane 460...
55.1 Building a more “hardened” EXIM ......cccuuiiiiiiiiiiiiiieieeeeeeiiee e 460.
55.2 ROOT PIIVIIEGE .ottt e e e s e e e e e e e e e e e e e e s 4aQ....
55.3 Running EXim WithOUL PriVIIEGE ......ooiiiiiiiiiiiiieee e 462.
55.4 Delivering to 10Cal fileS .......uuviiiiiiiiiiiiiieeec e BB
55.5 RUNNINg [0Cal COMMANTS .........uuiiiiiiiie i 463..
55.6 Trust in cONfIQUrAtioN atal .........ccooeiiiiiiiiiiiiee e 463..
55.7 IPVA SOUICE FOULING ...vvteiiiieeiiiiiiiiiiieee e e s sttt e e e e e e sttt e e e e e e s st e e e e e e s e annnnneeeeeeas 464...
55.8 The VRFY, EXPN, and ETRN commands in SMTP .....cooooviiiiiiiieee e, 464
55.9 PrIVIIEgEU USEIS ...ttt e e e e r e e e e e e st e e e e e e e anes 464....
55.10 SPOOIFIES ..vviiiiiiiiiiiiiiiiee e nneeeee . DDA
55.11 USE OF @IGV[0] -.eeeeeeeeeeiiiiiiiiiieieeeeee ittt e et e e e e e st r e e e e e e s s nibbn s e e e e e e e e e annes 464....
55.12 Use Of % TOrMALING ...ccoviiiiiiiiieeeeeeii e e e e e 465...
55.13 Embedded EXim Path ... ABDLLL
55.14 Dynamic MOAUIE Ir€CIONY .......ceiiiiiiiiiiiiiiieiee ettt e e e 465..
55.15 USE OF SPFINTI() ..uvvvreeeiieeeiiiiiit ettt e e e e e e e e e 465....
55.16 Use of debug_printf() and 10g_WITE() ....cc.vvrrerieeeiiiiiiiiiieee e 465
55.17 Use of strcat() and SIICPY() «veeeeerievrrrriiieeeeiiiiiiiiieeee e ssiiineeee e e ssiinneeee e e e eeennn . ABDL
56. Format of SPOO0I fIlES oo 466....
56.1 FOrmat of the -H fIle .......ooiiiie e 466...
57. Support for DKIM (DomainKeys ldentified Mail)  ....ooviiiiiiiiiieiee e 4 471
57.1 SigniNg OULgOING MESSAUES ....vvveeeeeiiiiiiirrieieaeeaaaiiirrrreeaaeesssssrsereeeeessssnbrsneeeeeessannns 471..
57.2 Verifying DKIM signatures in inComing Mail ............covviiiiiiiiiiiiiieeee e 472
58. Adding new drivers or I0OKUP tYPES  .ooooiiiiiiiiiiieeee e A D
(@] 11[0] 0 ES3 1 0o [ TP PP PPPP T OPPPPPPPRPPP 476......
VarAbIES INUEX . e e e e e s r e e e e e e e e r e e e e e e e e nnn e 482.....
(00 ] g [o1=T o] i1 0 To [ PRSP PP PPPPPPPPPPPY 484.....

Xiii






1. Introduction

Exim is a mail transfer agent (MTA) for hosts that are running Unix or Unix-like operating systems. It
was designed on the assumption that it would be run on hosts that are permanently connected to the
Internet. However, it can be used on intermittently connected hosts with suitable configuration
adjustments.

Configuration files currently exist for the following operating systems: AlX, BSD/OS (aka BSDI),
Darwin (Mac OS X), DGUX, Dragonfly, FreeBSD, GNU/Hurd, GNU/Linux, HI-OSF (Hitachi), HI-

UX, HP-UX, IRIX, MIPS RISCOS, NetBSD, OpenBSD, OpenUNIX, QNX, SCO, SCO SVR4.2 (aka
UNIX-SV), Solaris (aka Sun0S5), Sun0OS4, Tru64-Unix (formerly Digital UNIX, formerly DEC-
OSF1), Ultrix, and Unixware. Some of these operating systems are no longer current and cannot
easily be tested, so the configuration files may no longer work in practice.

There are also configuration files for compiling Exim in the Cygwin environment that can be installed
on systems running Windows. However, this document does not contain any information about run-
ning Exim in the Cygwin environment.

The terms and conditions for the use and distribution of Exim are contained in thNCfIdCE Exim
is distributed under the terms of the GNU General Public Licence, a copy of which may be found in
the fileLICENCE

The use, supply or promotion of Exim for the purpose of sending bulk, unsolicited electronic mail is
incompatible with the basic aims of the program, which revolve around the free provision of a service
that enhances the quality of personal communications. The author of Exim regards indiscriminate
mass-mailing as an antisocial, irresponsible abuse of the Internet.

Exim owes a great deal to Smail 3 and its author, Ron Karr. Without the experience of running and
working on the Smail 3 code, | could never have contemplated starting to write a new MTA. Many of
the ideas and user interfaces were originally taken from Smail 3, though the actual code of Exim is
entirely new, and has developed far beyond the initial concept.

Many people, both in Cambridge and around the world, have contributed to the development and the
testing of Exim, and to porting it to various operating systems. | am grateful to them all. The
distribution now contains a file callelCKNOWLEDGMENTSn which | have started recording the
names of contributors.

1.1 Exim documentation

This edition of the Exim specification applies to version 4.86.2 of Exim. Substantive changes from the
4.85 edition are marked in some renditions of the document; this paragraph is so marked|if the
rendition is capable of showing a change indicator.

This document is very much a reference manual; it is not a tutorial. The reader is expected to have
some familiarity with the SMTP mail transfer protocol and with general Unix system administration.
Although there are some discussions and examples in places, the information is mostly organized in a
way that makes it easy to look up, rather than in a natural order for sequential reading. Furthermore,
the manual aims to cover every aspect of Exim in detail, including a number of rarely-used, special-
purpose features that are unlikely to be of very wide interest.

An “easier” discussion of Exim which provides more in-depth explanatory, introductory, and tutorial
material can be found in a book entitldthe Exim SMTP Mail Servdsecond edition, 2007), pub-
lished by UIT Cambridgehftp://www.uit.co.uk/exim-book/).

This book also contains a chapter that gives a general introduction to SMTP and Internet mail.
Inevitably, however, the book is unlikely to be fully up-to-date with the latest release of Exim. (Note

that the earlier book about Exim, published by O’Reilly, covers Exim 3, and many things have

changed in Exim 4.)

If you are using a Debian distribution of Exim, you will find information about Debian-specific
features in the fildusr/share/doc/exim4-base/README.Debi&he commananan update-exim.conf
is another source of Debian-specific information.
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As the program develops, there may be features in newer versions that have not yet made it into this
document, which is updated only when the most significant digit of the fractional part of the version
number changes. Specifications of new features that are not yet in this manual are placed in the file
doc/NewsStufin the Exim distribution.

Some features may be classified as “experimental”. These may change incompatibly while they are
developing, or even be withdrawn. For this reason, they are not documented in this manual.
Information about experimental features can be found in thédd&xperimental.txt

All changes to the program (whether new features, bug fixes, or other kinds of change) are noted
briefly in the file calleddoc/ChangelLog

This specification itself is available as an ASCII filednc/spec.txso that it can easily be searched
with a text editor. Other files in tlocdirectory are:

OptionLists.txt list of all options in alphabetical order
dbm.discuss.txt discussion about DBM libraries

exim.8 a man page of Exim’s command line options
experimental.txt documentation of experimental features
filter.txt specification of the filter language
Exim3.upgrade upgrade notes from release 2 to release 3
Exim4.upgrade upgrade notes from release 3 to release 4

The main specification and the specification of the filtering language are also available in other
formats (HTML, PostScript, PDF, and Texinfo). Sectior] 1.6 below tells you how to get hold of these.

1.2 FTP and web sites

The primary site for Exim source distributions is currently the University of Cambridge’s FTP site,
whose contents are describeditere to find the Exim distributidmelow. In addition, there is a web

site and an FTP site axim.org. These are now also hosted at the University of Cambridge. The
exim.org site was previously hosted for a number of years by Energis Squared, formerly Planet
Online Ltd, whose support | gratefully acknowledge.

As well as Exim distribution tar files, the Exim web site contains a number of differently formatted

versions of the documentation. A recent addition to the online information is the Exim wiki

(http://wiki.exim.org ), which contains what used to be a separate FAQ, as well as various other
examples, tips, and know-how that have been contributed by Exim users.

An Exim Bugzilla exists ahttp://bugs.exim.org. You can use this to report bugs, and also to add
items to the wish list. Please search first to check that you are not duplicating a previous entry.
1.3 Mailing lists

The following Exim mailing lists exist:

exim-announce@exim.org  Moderated, low volume announcements list

exim-users@exim.org General discussion list
exim-dev@exim.org Discussion of bugs, enhancements, etc.
exim-cvs@exim.org Automated commit messages from the VCS

You can subscribe to these lists, change your existing subscriptions, and view or search the archives
via the mailing lists link on the Exim home page. If you are using a Debian distribution of Exim, you
may wish to subscribe to the Debian-specific mailingpisg-exim4-users@lists.alioth.debian.aig

this web page:

http://lists.alioth.debian.org/mailman/listinfo/pkg-exim4-users
Please ask Debian-specific questions on this list and not on the general Exim lists.
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1.4 Exim training

Training courses in Cambridge (UK) used to be run annually by the author of Exim, before he retired.
At the time of writing, there are no plans to run further Exim courses in Cambridge. However, if that
changes, relevant information will be postetit://www-tus.csx.cam.ac.uk/courses/exim/

1.5 Bug reports

Reports of obvious bugs can be emailed bags@exim.orgor reported via the Bugzilla
(http://bugs.exim.org). However, if you are unsure whether some behaviour is a bug or not, the best
thing to do is to post a message togken-devmailing list and have it discussed.

1.6 Where to find the Exim distribution
The master ftp site for the Exim distribution is
ftp://ftp.csx.cam.ac.uk/pub/software/email/exim
This is mirrored by
ftp://ftp.exim.org/pub/exim

The file references that follow are relative to #sémdirectories at these sites. There are now quite a
number of independent mirror sites around the world. Those that | know about are listed in the file
calledMirrors.

Within the eximdirectory there are subdirectories callexim3 (for previous Exim 3 distributions),
exim4(for the latest Exim 4 distributions), aniéstingfor testing versions. In thexim4subdirectory,
the current release can always be found in files called

exim-n.nn.tar.gz
exim-n.nn.tar.bz2

wheren.nnis the highest such version number in the directory. The two files contain identical data;
the only difference is the type of compression. z2file is usually a lot smaller than thgzfile.

The distributions will be PGP signed by an individual key of the Release Coordinator. This key will
have a uid containing an email address in ¢x@an.orgdomain and will have signatures from other
people, including other Exim maintainers. We expect that the key will be in the "strong set" of PGP
keys. There should be a trust path to that key from Nigel Metheringham’s PGP key, a version of
which can be found in the release directory in thetilgel-pubkey.asll keys used will be available

in public keyserver pools, such agol.sks-keyservers.net

At time of last update, releases were being made by Phil Pennock and signed with key
0x403043153903637Rlthough that key is expected to be replaced in 2013. A trust path from Nigel's
key to Phil's can be observedHitps://www.security.spodhuis.org/exim-trustpath

Releases have also been authorized to be performed by Todd Lyons who signs with key
0xC4F4F94804D29EBAA direct trust path exists between previous RE Phil Pennock and Todd
Lyons through a common associate.

The signatures for the tar bundles are in:

exim-n.nn.tar.gz.asc
exim-n.nn.tar.bz2.asc

For each released version, the log of changes is made separately available in a separate file in the
directoryChangelLogso that it is possible to find out what has changed without having to download
the entire distribution.

The main distribution contains ASCII versions of this specification and other documentation; other
formats of the documents are available in separate files insidgithédirectory of the FTP site:

exim-html-n.nn.tar.gz
exim-pdf-n.nn.tar.gz
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exim-postscript-n.nn.tar.gz
exim-texinfo-n.nn.tar.gz

These tar files contain only thaoc directory, not the complete distribution, and are also available in
.bz2as well asgzforms.

1.7 Limitations

» Exim is designed for use as an Internet MTA, and therefore handles addresses in RFC 2822 domain
format only. It cannot handle UUCP “bang paths”, though simple two-component bang paths can
be converted by a straightforward rewriting configuration. This restriction does not prevent Exim
from being interfaced to UUCP as a transport mechanism, provided that domain addresses are
used.

» Exim insists that every address it handles has a domain attached. For incoming local messages,
domainless addresses are automatically qualified with a configured domain value. Configuration
options specify from which remote systems unqualified addresses are acceptable. These are then
gualified on arrival.

» The only external transport mechanisms that are currently implemented are SMTP and LMTP over
a TCP/IP network (including support for IPv6). However, a pipe transport is available, and there
are facilities for writing messages to files and pipes, optionallfpatched SMTHormat; these
facilities can be used to send messages to other transport mechanisms such as UUCP, provided they
can handle domain-style addresses. Batched SMTP input is also catered for.

» Exim is not designed for storing mail for dial-in hosts. When the volumes of such malil are large, it
is better to get the messages “delivered” into files (that is, off Exim’s queue) and subsequently
passed on to the dial-in hosts by other means.

» Although Exim does have basic facilities for scanning incoming messages, these are not compre-
hensive enough to do full virus or spam scanning. Such operations are best carried out using
additional specialized software packages. If you compile Exim with the content-scanning exten-
sion, straightforward interfaces to a number of common scanners are provided.

1.8 Run time configuration

Exim’s run time configuration is held in a single text file that is divided into a number of sections. The
entries in this file consist of keywords and values, in the style of Smail 3 configuration files. A default
configuration file which is suitable for simple online installations is provided in the distribution, and
is described in chap@ 7 below.

1.9 Calling interface

Like many MTAs, Exim has adopted the Sendmail command line interface so that it can be a straight
replacement fofustr/lib/sendmailor /usr/shin/sendmaivhen sending mail, but you do not need to
know anything about Sendmail in order to run Exim. For actions other than sending messages,
Sendmail-compatible options also exist, but those that produce output (for exabppl&hich lists

the messages on the queue) do so in Exim’s own format. There are also some additional options that
are compatible with Smail 3, and some further options that are new to Exim. CEIapter 5 documents all
Exim’s command line options. This information is automatically made into the man page that forms
part of the Exim distribution.

Control of messages on the queue can be done via certain privileged command line options. There is
also an optional monitor program calledimon which displays current information in an X window,
and which contains a menu interface to Exim’s command line administration options.

1.10 Terminology

The body of a message is the actual data that the sender wants to transmit. It is the last part of a
message, and is separated fromhbader(see below) by a blank line.
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When a message cannot be delivered, it is normally returned to the sender in a delivery failure
message or a “non-delivery report” (NDR). The tebmunceis commonly used for this action, and

the error reports are often callbdunce messageshis is a convenient shorthand for “delivery failure
error report”. Such messages have an empty sender address in the me=sagjejsgsee below) to
ensure that they cannot themselves give rise to further bounce messages.

The termdefaultappears frequently in this manual. It is used to qualify a value which is used in the
absence of any setting in the configuration. It may also qualify an action which is taken unless a
configuration setting specifies otherwise.

The termdeferis used when the delivery of a message to a specific destination cannot immediately
take place for some reason (a remote host may be down, or a user’s local mailbox may be full). Such
deliveries areleferreduntil a later time.

The worddomainis sometimes used to mean all but the first component of a host's namendt is
used in that sense here, where it normally refers to the part of an email address following the @ sign.

A message in transit has an associatedelope as well as a header and a body. The envelope
contains a sender address (to which bounce messages should be delivered), and any number of
recipient addresses. References to the sender or the recipients of a message usually mean the
addresses in the envelope. An MTA uses these addresses for delivery, and for returning bounce
messages, not the addresses that appear in the header lines.

The headerof a message is the first part of a message’s text, consisting of a number of lines, each of
which has a name such &wom:, To:, Subject; etc. Long header lines can be split over several text
lines by indenting the continuations. The header is separated from the body by a blank line.

The termlocal part, which is taken from RFC 2822, is used to refer to that part of an email address
that precedes the @ sign. The part that follows the @ sign is callddrttanor mail domain

The termdocal deliveryandremote deliveryare used to distinguish delivery to a file or a pipe on the
local host from delivery by SMTP over TCP/IP to another host. As far as Exim is concerned, all hosts
other than the host it is running on aeenote

Return pathis another name that is used for the sender address in a message’s envelope.

The termqueueis used to refer to the set of messages awaiting delivery, because this term is in
widespread use in the context of MTAs. However, in Exim’s case the reality is more like a pool than a
queue, because there is hormally no ordering of waiting messages.

The termqueue runners used to describe a process that scans the queue and attempts to deliver those
messages whose retry times have come. This term is used by other MTAs, and also relates to the
commandung, but in Exim the waiting messages are normally processed in an unpredictable order.

The termspool directoryis used for a directory in which Exim keeps the messages on its queue — that
is, those that it is in the process of delivering. This should not be confused with the directory in which
local mailboxes are stored, which is called a “spool directory” by some people. In the Exim documen-
tation, “spool” is always used in the first sense.
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2. Incorporated code

A number of pieces of external code are included in the Exim distribution.

* Regular expressions are supported in the main Exim program and in the Exim monitor using the
freely-distributable PCRE library, copyright © University of Cambridge. The source to PCRE is no
longer shipped with Exim, so you will need to use the version of PCRE shipped with your system,
or obtain and install the full version of the library from
ftp://ftp.csx.cam.ac.uk/pub/software/programming/pcre

» Support for the cdb (Constant DataBase) lookup method is provided by code contributed by Nigel
Metheringham of (at the time he contributed it) Planet Online Ltd. The implementation is com-
pletely contained within the code of Exim. It does not link against an external cdb library. The code
contains the following statements:

Copyright © 1998 Nigel Metheringham, Planet Online Ltd

This program is free software; you can redistribute it and/or modify it under the terms of
the GNU General Public License as published by the Free Software Foundation; either
version 2 of the License, or (at your option) any later version. This code implements
Dan Bernstein’s Constant DataBase (cdb) spec. Information, the spec and sample code
for cdb can be obtained fromttp://www.pobox.com/~djb/cdb.html. This implemen-

tation borrows some code from Dan Bernstein’s implementation (which has no license
restrictions applied to it).

» Client support for Microsoft'sSecure Password Authenticatianprovided by code contributed by
Marc Prud’hommeaux. Server support was contributed by Tom Kistner. This includes code taken
from the Samba project, which is released under the Gnu GPL.

» Support for calling the Cyrupwcheckandsaslauthddaemons is provided by code taken from the
Cyrus-SASL library and adapted by Alexander S. Sabourenkov. The permission notice appears
below, in accordance with the conditions expressed therein.

Copyright © 2001 Carnegie Mellon University. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

(1) Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

(2) Redistributions in binary form must reproduce the above copyright notice, this list
of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

(3) The name “Carnegie Mellon University” must not be used to endorse or promote
products derived from this software without prior written permission. For per-
mission or any other legal details, please contact

Office of Technology Transfer
Carnegie Mellon University

5000 Forbes Avenue

Pittsburgh, PA 15213-3890

(412) 268-4387, fax: (412) 268-7395
tech-transfer@andrew.cmu.edu

(4) Redistributions of any form whatsoever must retain the following
acknowledgment:

“This product includes software developed by Computing Services at Carnegie
Mellon University pttp://www.cmu.edu/computing/.”

CARNEGIE MELLON UNIVERSITY DISCLAIMS ALL WARRANTIES WITH
REGARD TO THIS SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES
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OF MERCHANTABILITY AND FITNESS, IN NO EVENT SHALL CARNEGIE
MELLON UNIVERSITY BE LIABLE FOR ANY SPECIAL, INDIRECT OR
CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER
RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN
ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION,
ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

» The Exim Monitor program, which is an X-Window application, includes modified versions of the
Athena StripChart and TextPop widgets. This code is copyright by DEC and MIT, and their
permission notice appears below, in accordance with the conditions expressed therein.

Copyright 1987, 1988 by Digital Equipment Corporation, Maynard, Massachusetts, and
the Massachusetts Institute of Technology, Cambridge, Massachusetts.

A